Anekceu Kaa — CneuumanucTt no uHgpopMmaumoHHon 6esonacHocTu /
Tech Lead

[=];
[=]

HaBbiku

Middle

Poccuna, HoBocnbupck

180 000 £ (py6/mec)

MonHaa 3aHATOCTb
YpaneHHas pabota
Penokauwns

KoHTakT: geeklink.io/cv-85057
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Hydra, Hyper-V, Metasploit, Nmap, OpenVPN, Suricata, VeraCrypt, Wireshark.

OnbIT paboTbl

e (UT-unTerpatop, paspabotuuk MO)
CeHTa6pb 2023 / Mo HacTosALWee BpeMa - /IH)XeHep no HhopMaLMoHHoW 6e3onacHocTu / Tech Lead

®DyHKLMOHaNbHbIE 0643aHHOCTW:

* HenocpencTeeHHOE y4yacTne B pa3BuMTUN NpoaykTa: cuctema Honeypot n Deception (DDP - Distributed Deception
Platform);

* BefleHWe NpoeKkTOoB: NUOT, BHEAPEHMWE, CONPOBOXAEHNE;

* MpecennoBas AeATENbHOCTb MO NPOAYKTY: Npe3eHTauun, KOHCYibTalMm, CorjiacoBaHme 3TanoB BHEAPEHNS,
NMOCTPOEHME AaPXUTEKTYPLI U T.MN.;

* B3aumogencTsme C 3aKasynkaMm U MHTerpaTopamm No xo4y BeAeHNs NPpoekToB, cbop 1 cuctemaTusauus
obpaTHOM CBA3W M NoTpebHoCTeNn;

* B3aumogencTame ¢ KoMaHLon pa3paboTKu: MoCTaHOBKa M 06CyXXAeHMne 3afaY, cornacoBaHne TpebosaHuin;

* B3anmonencTeme C KOMaHAOM TECTUPOBAHMA: UCMbITAHNE HOBLIX WY, TECT penv3a un T.n.;

* Pentest: ncnbiTaHue noByLLEK CO CTOPOHBLI red team;

* Harpy3o4Hoe 1 (hyHKLMOHalbHOE TECTUPOBAHNE;

* BeneHue 1 pa3paboTka TEXHUYECKOWN AOKYMEHTaL MW, MHCTPYKLUWUIA, BUAEONpe3eHTauuin;

» Co3JaHue BUEOPOSIMKOB Ha TeMY IEMOHCTPaLUn paboTbl NPOAYKTa: OT Hayasla aTakn 40 pearmpoBaHns
CMCTEMON.

JocTxeHuns:

* PeanunsosaHo 6onee 100 3apay pa3NyHON CTENEHN KPUTUYHOCTY HaMpaBeHHbIX Ha pa3BUTUE NPOLAYKTa;
* MpoBen ycnewHble NCNbITaHUS MPOAYKTa no nHtTerpaumm ¢ DataDiode, SIEM n gpyrumu npoayktamu UB;
* PaspaboTan 6onee 50 pa3nnyHbIX MHTErPaLNA NOL apXMTEKTYPbI U NOTPEOHOCTM 3aKa34yMKoB;

* YCnewHo 3aBepLuna fecATKM NPOEKTOB Mo NUAIOTUPOBAHMNIO 1 BHEAPEHWIO MPOAYKTA.

e 000 «AnbKOH»
WNioHb 2022 / ceHTABpb 2023 - CTapLUMii CUCTEMHbIA aAMUHUCTPATOP

®yHKUMOHaNbHble 0653aHHOCTHU:

* YnpaBfieHne HebobLION KOMaHA0M: CUCTEMHOE aiMUHUCTPUPOBaHKe, 1c-pa3paboTka, pa3paboTka
npoussoacTeeHHoro M0;

o AIMUHNCTpUpOBaHue cepaepos Ha H6a3ze Windows: 1C, MSSQL, Firebird, AD, RDS, Hyper-V;

* BHeppeHve n agMUHUCTpUpOBaHue 3nemeHToB Vb: aHTUBMpPYCHaA 3alimTa, MexceTeBble 3kpaHsbl, IDS/IPS, DMZ;
* UT-aHannTrKa: KOMMepYecKne 1 NPou3BOACTBEHHbIE NPOLLECCHI;

* Oby4yeHne N KOHCYNbTaunsa COTPYLHNKOB;

* NMopnepxka ATC n cncTembl BUAeOHabMoAeHNS, Napka KOMMbIOTEPHOW TEXHUKN;

* MlpepoTBpaLleHne 1 paccnefoBaHne MHUMAEHTOB UB: puwnHr, Yenoseyecknin hakTop, MOWEHHNYECTBO;


https://geeklink.io/cv-85057
https://geeklink.io/cv-85057

* PaboTa Cc KOHTpareHTamMm: ayTCOPCUHT, pa3paboTymkiu MO, NOCTaBLLMKN 060pYA0BAHUS U YCAYT.

HocTmxeHns:

* MoBbILEHNE YPOBHS UH(OPMALMOHHON 6€30NacHOCTN: BBEAEHNE MaTpULbl POSIER; pasrpaHnyeHre npas
noJib3oBaTtesiet B passinyHbix NC; BHeApeHre aHTUBUPYCHOW 3aLLMTbl C LLeHTPOM YNpaBJSieHUs 1 MOHUTOPUHIa;
BHeppeHue DLP-cuctemsl;

* YayyweHune nporpaMMHbeix NpofykToB (MT-OkHa, 1C: KoMnnekcHas aBToMaTu3auuns) B poan TEXHUYECKOro
MeHe[)Kepa NPoayKTa: BBEAEHUE HOBbIX (DYHKLMIA, aBTOMaTM3aLmMs NPoLLECCOB, yCTPaHeHne owmnbok;

* Pa3BuTue NpodhecCcMoHanbHbIX KOMNETEHLUNIA COTPYAHUKOB B 06nacTax UT n b: npoBefieHNe KOHCYNbTaLWA 1
BBeAeHue «LlnchpoBoi NATUMUHYTKU» - NepuogmnyYeckne popMupoBaHne 1 nybnmkauma cogepxxaTefibHblX NaMATOK
Ha COOTBETCTBYIOLLME TEMATUKMN.

e OTpneneHue NMeHcuoHHoro poHpa Poccuinckon depepauum no AnNTauCKoMy Kpato
ABryct 2016 / uioHb 2022 - [1aBHbIN CNeUUannCcT-3KCNepT (0TAEN 3aWmnThl UHGOpMaLun)

®yHKLMOHaNbHbIE 0653aHHOCTU:

o AyanT nHdopmMaLmoHHon 6esonacHocTuy;

* BHegpeHue n agMuHncTpuposaHme C31 Ha 200 paboyunx mectax, CKY[;

* KoHTponb ucnonHexHns TpeboBaHun Nb, 06paboTku n xpaHeHns KOHDUAEHUMANBHOW NHGOPMaLNN;
* OpraHusauns 1 CoNpoBOXAEHME 3aLlNLLEHHON CeTw;

* [IpoBefeHne NHCTPYKTaXka C COTPYOHUKaMu;

* Pa3paboTKa opraH13aunoHHO-pPacnopaANTENbHON JOKYMEHTaLUuu;

* PaccnefoBaHve MHUUAEHTOB MH(hOPMaLMOHHON Be3onacHoCTy;

* YyeT nosib3oBaTesien, pasrpaHnyeHne npas L4OCTyNa U KOHTPOJIb MOJIHOMOYUI;

JocTxeHuns:

* Ha obbekTax BBEN ABYX(AKTOPHYIO ayTeHTUdUKaLno;

* AKTyannm3npoBaa JOKYMeHTaLUuMIo no 28 pa3fenaMm HOMeHKNaTypbl U ncnonHun 6onee 300 BHYTPEHHMX NPUKa30B,
0T4YeTOB;

* Obyunn cBbiwe 500 coTpyaHuKoB obpalleHuio ¢ C3U;

* YcneLlHoe NpoxXoXxaeHre NpoBEepoK peryaaTopaMu 1 BHYTPEHHUMU ciiyxbamu.

e AAMUHUCTpaUMA . Aneicka ANTaucKoro Kpas
ABryct 2010 / nionb 2016 - HavanbHWK oTAena nporpaMmHoro obecneyeHuns

®yHKLUMOHanbHble 0653aHHOCTU:

* AODMUHNUCTPUPOBaHUe oumumanbHoro canta (1C-buTtpukc);

* OpraHu3saums 1 NoaLaep>XXKa 3aLnTbl U Pe3epBHOro KONMPoBaHUA NHOPMaLUK;

* [lpoBefeHne MaccoBbix 06y4atoLLMX CEMUHAPOB Y MHAMBUAYaNbHbIX KOHCYNbTaLUWN Cpean Koaner C Lesbio
MOBbILLIEHWNS KOMMbIOTEPHON FPaMOTHOCTW;

* PaboTa C KOHTpareHTaMu: NpoBalepbl, MOCTABLLMKA 1 T.A.

 ConpoBoxeHue cneunannsmposaHHoro MMo;

» CocTaBnieHune 6ioaxeTa oTAeNa, 3aK/l04eHne 4OroBOpOB, NOArOTOBKa TEHAEPHOW LOKYMEeHTauum.

HocTmxeHns:

* Ha o6bekTe BHeapun 6a3oBbie Mepbl No obecneyeHnto MHHOPMaLMOHHOM Be3onacHoOCTY;
* OpraHun3oBan BBOJ B dkCniyaTauuto 6onee 40 pa3nnyHbIX MPOrpaMMHbIX KOMMIEKCOB;

* OpraHn3oBaJ NpoLecc nepeHoca 1 ajanTaunm canTa Ha naatgopmy 1C-butpukc.

Ob6pasoBaHue

e Cneuuanuct no 6€30MacHOCTU KOMNbIOTEPHbIX CUCTEM U CceTeu

000 "HeTonoruns"
2022 /2024 rr.

Bhicliee obpa3oBaHue, gUnaom



e MeHep >XMeHT HenpPou3BoACTBEHHOU cdepbl

HAYOY BIMO "CoBpeMeHHasa rymMaHuMTapHas akagemMus"
2008 /2014 rr.

Beicwee obpa3oBaHue, AMNaIoM

e OCHOBbI NporpaMMupoBaHus Ha Python

000 «HeTonorunsa»
2022

Kypcel, cepTugmkaTt

o TexHMuyeckas 3awurta uHpopmauumn. Cnocodbl M cpepcTBa 3awuThl UHOpMaLumn oT
HeCaHKLLMOHMPOBAHHOIO AOCTYyNa

AHO N0 "®epnepalbHbI UHCTUTYT COBPEMEHHLIX TEXHOJIOMNA"
2017

JononHutensHoe I'IpO(i)eCCI/IOHaJ'IbHOE o6pa3OBaHme, yAooCcToBeEpPEHNE

e OpraHu3aLMOHHO-NPABOBbIE€ OCHOBbI 3/IEKTPOHHOr0 AOKYMEeHToobopoTa M
Aenonpon3BoacTBa

LleHTp nepenoAroTOBKY 1 MOBbILLEHUS KBAaAUGUKALUKN rOCYAAPCTBEHHBIX U MyHULMMANBHbLIX cnyxxawux ®rb0Y BMNO
"ANTaNCKNA rocyaapCTBEHHbIN YyHMBEpCUTET"
2013

MoBbIWeHre KBanMgprkKaumm, yoocToBepeHmne

000 MHe

MeHs 30ByT Anekcen AnekcaHaposuy Kaa.

Asnsatocb Tech Lead B 061acTn nHdopmaumoHHon 6e3onacHOCTW. B faHHbIM nepnog cneunannsmpytocs Ha DDP-cuctemax n
Red Teaming. imeeTcs onbIT ynpaBsieHus Hebosblwon komaHaon UT (ao 5 yenosek).



